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BLACKHAWK ALERT COMMANDER

Blackhawk Commander is a Human Risk Management (HRM) tool specifically designed to

help businesses create an effective cybersecurity culture and foster secure behaviour among
employees. It features an in-built breach detection system and provides micro-training tailored to
each person’s unique risk areas.

Commander also calculates data points to give businesses ongoing visibility into risk. This
eliminates the need for traditional, time-consuming security awareness training, providing a more
comprehensive HRM solution that assesses, boosts, and monitors employee security behaviour
through automation.

INTRO

The traditional method of security awareness is
not effective anymore, as most data breaches are

caused by human mistakes. As a result, the industry
has been searching for a new way to reduce the
human risk aside from just providing better training -
Blackhawk Commander provides just that.
Commander delivers on the following outcomes:

1. EVALUATE

a. Assess your individual employee’s cyber risk
through Commander assessment and live
reporting

2. EDUCATE

a. Strengthen user resilience with fully-customisable,
tailored training programs that provide courses &
completion tracking to prioritise and tackle each
users’ individual risk areas.

3.CALCULATE

a. Measure training impact and assess user security
behaviours. Check what has been exposed on
the dark web through weekly breach reporting
and alerts.

4. DEMONSTRATE

a. Showcase operational strategy such as regular
training efforts and policy processes when
securing compliance with key security standards,
such as ISO 27001.
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ALIGNMENT TO THE NIST FRAMEWORK
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BLACKHAWK
ALERT
COMMANDER
DEFINITION

Blackhawk Alert
Commander is a
comprehensive end-
to-end cybersecurity
training & awareness
platform that is
designed specifically
for SMBs in Australia.
Commander comprises
of five elements
including

1. SECURITY
AWARENESS
TRAINING

2. SIMULATED
PHISHING

3. DARK WEB
MONITORING

4. POLICY
MANAGEMENT

5. HUMAN RISK
REPORTING

KEY FEATURES

HUMAN RISK MANAGEMENT

® Cyber attack techniques are evolving and becoming more prevalent

and difficult to spot each year. Quick annual security awareness
sessions no longer exist, a more robust approach is needed to keep
businesses safe, and that involves ongoing training. A long-term
solution that addresses human error is essential.

EDUCATION

@ Training courses ensure that each user’s risk level is being
continuously reduced through ongoing awareness, education and
testing.

PHISHING SIMULATING

® Regular phishing simulations ensure that employees know how to

spot the tell-tale signs of threats - ultimately reducing cyber risk
through application of training theory.

POLICY MANAGEMENT

® Automating send-outs and signature approvals when policies are

updated or when new staff are hired makes policy management
incredibly simple and audit ready.

DARK WEB MONITORING

® Monitor your businesses internal data to see what cyber criminals

have access to. Cyber criminals are always active and trying to find
new ways to breach businesses - and stolen credentials are usually
the starting point of attack. We provide detect and notify on breach
activity your businesses employees have been impacted by.

RISK SCORE

® Our reporting is designed to clearly articulate to non-technical
individuals how human risk is influenced by training and procedures.
Our regular reports keep you in the loop on your business’s security
progress.
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BLACKHAWK COMMANDER FEATURES

Policy Management:

Automating send-outs and signature
approvals when policies are updated
or when new staff are hired makes
policy management incredibly
simple and audit ready.

Simulated Phishing:

Regular phishing simulations ensure
that employees know how to spot the
tell-tale signs of threats - ultimately
reducing cyber risk through
application of training theory.

Human Risk Reporting: Security Awareness

Reporting is designed to clearly Training:
lal’ti‘Cl:IlatE to non—technic?l ‘ Training courses ensure that each

!ndlwduals how h.u.rnan risk is user's risk level is being continuously
influenced by training and reduced through ongoing awareness,

procedures education and testing.

Breach Detection:

E Delivers dark web monitoring,
notifies if employee credentials are
leaked.

BENEFITS

HOW HUMAN RISK MANAGEMENT HELPS YOUR BUSINESS

® Regular employee training reduces cybersecurity incidents by 70% - even the “least effective”

programs have a seven-fold ROI.
® 36% of CISOs listed improving security standards as a top priority.

® 93% of security professionals agree that both a combination of strong human and machine
security protection is the most effective way to prevent disaster.
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OUR PROCESS

Blackhawk Alert consults with your business to understand where the largest gaps are with regards
to your employee’s knowledge of cybersecurity best practices.

Based on consultative discussion, our team makes recommendations on how to leverage the
core education, simulation and management features of Blackhawk Commander to mitigate your
employee base’s collective risk.

DEPLOYMENT

With no cost for deployment, our team schedules a time and date to implement Commander for
your administrators quickly and seamlessly.

The Blackhawk Commander interface is designed as a user-friendly portal allowing administrators
to customise and deploy training exercises and simulations for your business’s employees. Policy
management and dark web scanning is enabled with the click of a button. Ongoing reporting and
notifications to your administrators keeps your business informed and protected on the human

front.

DEPLOYMENT PROCESS

Admin Access
Provisioned

Initial Consultation & Demo
of Platform

Platform Customization
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